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What problem are we trying to solve?
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Physical Single-Use-Seal
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Cryptographic Single-Use-Seal

Gen(p) — |
Close(/, m,s) — w, (1)
Verify(/, w;, m) — bool
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Single-Use-Seal Guarantee

Secure if A my, wi, my, wo, where m; # my such that
Verify(/, wi, my) and Verify(/, wp, my) return true.
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Blockchain Implemented Via Single-Use-Seals

Series of blocks B; = (w;, I;, b;) such that
Verify(l;, wiy1, H(/;|b;)) is true for each block.
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Implementation: Seal Structure

#i[der ive(Debug,Clone) ]
pub struct Seal {
pub txid: Sha2bbdHash,

pub idx: u3Z2,
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Implementation: Seal Serialization

impl<S: SimpleEncoder> ConsensuskEncodable<S> for Seal {
fn consensus_encode(&self, e: &mut S) Result<(), S::Error> {
self.txid.consensus_encode(e)?;
e.emit u32(self.idx)
}

}
impl<D: SimpleDecoder> ConsensusDecodable<D> for Seal {

fn consensus_decode(d: &mut D) Result<Self, D::iError> {
Ok (Seal{
txid: Sha25bdHash: :consensus_decode(d)?,
idx: d.read_u320)?,
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Implementation: Witness Structure

#lderive(Debug,Clone)]
pub struct Witness {

pub tx: Transaction,
pub block_height: u32,
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Implementation: Witness Validation

91 #lderive(Debug,Clone,PartialEq,Eq)]
92 pub enum WitnessError {
93 MissinglInput,
94 MissingOutput,
95 BadOutput,
96 }
98 impl Witness {
pub fn validate(&self, seal: &Seal, digest: &[u81)

Result<(), WitnessError> {
let expected_script_pubkey

script::Builder: :new(
.push_opcode (OP_RETURN)
.push_slice(digest)
.into_script();

for (i, txin) in self.tx.input.iter().enumerate() {
if txin.prev_hash seal.txid

txin.prev_index seal . idx
{
if let Some(txout) = self.tx.output.get(i) {

if txout.script_pubkey expected_script_pubkey {
return Ok(());
} else {
return Err(WitnessError::BadOutput);
}
} else {

return Err(WitnessError::MissingOutput);

}
}
}

Err(WitnessError::MissingInput)
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Implementation: Chain of Seals

pub struct Target {
pub digest: Sha2?5bdHash,
pub seal: Seal,

}

pub struct Link {
pub witness: Witness,

pub target: Target,

}

pub struct Chain {
pub genesis: Target,
pub links: Vec<Link>,
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Scaling: Proof-of-Publication Seal

Seal defined as | = (B, p) where B, is an initial
block and p is a pubkey.
Verify takes w;, = (B,..Bn) and verifies that
CheckSig(p, m, B;) returns false for all n < i < m,
and true for i = m.
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Scaling: Indexed Proof-of-Publication Seal

If block B, is a merkelized key-value tree, proving
B,[p] = m takes O(log,(m)) bytes.
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Scaling: Proof-of-Publication Seal

Why isn't this implemented yet?
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Thank you!
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