
CoinJoinXT

. . . and other techiques for deniable transfers

Adam Gibson

03 July 2018

Building On Bitcoin 2018

1/17



Outline

Motivation

Intrinsic fungibility and “deniability”

CoinJoinXT

Extending CoinJoin across multiple transactions

CoinJoin Unlimited

Amount correlation, moving off chain

Accompanying blogpost:

https://joinmarket.me/blog/blog/CoinJoinXT
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Motivation
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Fungible?

Intrinsic fungibility - satoshis are not watermarked
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Who owns it?

A Alice pays Bob 1 coin with 4 coins, Alice gets 3 change

B ”CoinJoin” - Alice pays Alice 1, Bob pays Bob 3

C Alice pays Bob 2 (!) - Alice pays 3, gets 1, Bob pays 1, gets 3

D Alice pays Bob 4 coins (in 2 outputs for some reason)

E Fake payment/Coinjoin - Alice owns everything

F Alice pays Bob 3 coins and Carol 1 coin

G Alice pays 3, Bob pays 1, Carol receives 3, David receives 1

H Alice and Bob pay Carol 4 coins
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CoinJoin today2
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Blockchain Analysis Heuristics

Heuristic 1

All inputs are co-owned.1

Heuristic 2

One-time use change addresses (and other

change-related)
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Blockchain Analysis Heuristics

Heuristic 0

Each utxo is unilaterally controlled.

Heuristic 1

All inputs are co-owned.1

Heuristic 2

One-time use change addresses (and other

change-related)

Heuristic 3

Transfer of control/ownership in one transaction

implies payment 7/17



CoinJoinXT
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CoinJoinXT - simplest case

Sign first transaction last; we can do better!
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CoinJoinXT - add a promise

Bob takes no risk of funds loss in case Alice double

spends A1.
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CoinJoinXT - example

Boundary may be unclear to attacker 11/17



CoinJoin Unlimited

12/17



Amount correlation problem

• CJXT still suffers from amount correlation in

simplest form

• Subset sum (exponential time? but not really)

• Another approach - combine with
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Decorrelation via funding
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Decorrelation via funding

No valid subsets at funding time
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Decorrelation via funding

No valid subsets at funding time

Even after close, no subsets if spending off-chain occurred 14/17



Thank you

Blog post on this topic:

https://joinmarket.me/blog/blog/CoinJoinXT

Contact info:

waxwing (freenode IRC, reddit)

@waxwing (twitter)

https://github.com/AdamISZ

gpg: 4668 9728 A9F6 4B39 1FA8 71B7 B3AE 09F1 E9A3 197A

15/17



References

16/17



References

1. Meiklejohn et al ”A Fistful of Bitcoins”:

https://cseweb.ucsd.edu/ smeiklejohn/files/imc13.pdf

2. CoinJoin, Greg Maxwell:

https://bitcointalk.org/index.php?topic=279249.0

3. BIP141 note on tx chains:

https://github.com/bitcoin/bips/blob/master/bip-

0141.mediawiki#trust-free-unconfirmed-transaction-dependency-

chain

4. Generic off-chain protocol patterns

https://zmnscpxj.github.io/offchain/generalized.html

5. On-chain contracting for privacy

https://gist.github.com/AdamISZ/a5b3fcdd8de4575dbb8e5fba8a9bd88c

6. Simple CoinJoinXT example code

https://github.com/AdamISZ/CoinJoinXT-POC 17/17


	Motivation
	CoinJoinXT
	CoinJoin Unlimited
	References

